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*cryptographic protocols to provide
communication security over the
Internet.

*exchange a symmetric key.

*session key to encrypt data flowing
between the parties.
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Symmetric-key algorithm
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Key Management
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* Public Announcement of Public
Keys

* Publicly available directory

* Public-key authority

* Public-key certificates
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Public Announcement of Public Keys
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* a central authority maintains a
dynamic directory of public keys
of all participants

* each participant reliably knows a
public key for the authority
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* each and every participant can determine the identity
and the public key of of owner of certificate

* Verification can be done by intended participant.

* The generation, modification and updating only can
be done by the certification authority.

* Participants can identify the time limit and session for
every certificate

~



s s e S I I . . S S S . O . e S S S S T . S S S E —

* an electronic document used to prove
ownership of a public key.

* The certificate includes information about
the key, its owner's identity, and the digital
signature of an entity that has verified the
certificate's contents are correct.

CertA =< IDA, PKA, Validity Period, SignCA(IDA, PKA, Validity Period) >
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Type if Digital Certivicates
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*Server certificates
*Personal certificates
*Organization certificates

*Developer certificates
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* CA is an entity that issues digital
certificates.

* CA says: yes, this person is who
they say they are, and we, the CA,
certify that
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browsers

Certificate Manager

Your Certificates People Servers Authorities | Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device R
-Atos
Atos TrustedRoot 2011 System Trust

- Autoridad de Certificacion Firmaprofesional C...
Autoridad de Certificacion Firmaprofesion... System Trust

- Baltimore
Microsoft Internet Authority Software Security Device
Baltimore CyberTrust Root System Trust
Cybertrust Public SureServer SV CA Software Security Device
DigiCert High Assurance EV Root CA Software Security Device

Verizon Akamai SureServer CA G14-SHAL Software Security Device
-Buypass A5-983163327

BuypassClass3CA 1 System Trust

Buypass Class 3 Root CA System Trust

BuypassClass2CA 1 System Trust

Buypass Class 2 Root CA System Trust
- Certinomis

Certinomis - Autorité Racine System Trust
- Certplus

Class 2 Primary CA System Trust

Import...

+ OK
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ubiquity
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high ubiquity meaning that the CA is
commonly pre-installed -- and
almost universally accepted.

Mozilla Included CA Certificate List
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https://www.mozilla.org/en-US/about/governance/policies/security-group/certs/included/

* A Certificate Authority to Encrypt
the Entire Web

* Arriving Summer 2015

*Mozilla, Cisco, Akamai, Identrust,
University of Michigan
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letsencrypt.org
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*reducing setup time to 20-30
seconds.

*|lets-encrypt-preview
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https://github.com/letsencrypt/lets-encrypt-preview

* http://www.tacweb.iitkgp.ernet.i
n/~sourav/KeyManagement.pdf

https://www.etf.org/deeplinks/2014/11
/certificate-authority-encrypt-entire
-web

ilttps://letsencrypt.org/
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